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Introduction:

Saint Louis University (SLU) continues to implemantd upgrade their Information Technology
and Administrative systems taking advantage of meare efficient systems that offer increased
functionality and allow for higher levels of depagntal user productivity and control. SLU’s
Enterprise Systems provide a more Service Oriestelitecture placing emphasis on
Departmental services and shifting “ownership,”isiec making and first-line functional
support from the IT organization to the BusinesscBss Owners. New application systems are
engineered for integrated, cross-functional praegsather than isolated single-step tasks.

This new paradigm presents different challenge&lid to insure that just as processes are
integrated, the underlying support systems mugt“stannected” and properly integrated into
the University’s Enterprise Systems.

Recognizing the critical need to administer, manaied maintain the advantages of an
Enterprise System strategy while allowing greatétude to the University’s functional
organizations, SLU has established the role offpne Systems Architect (ESA). ESA serves
as the custodian of maintaining and documenting &lb®8LU systems integrate, interface or
connect with each other both physically and/ordally providing support for the institution’s
data integrity initiatives as well as system-totegsinterdependencies. Where possible,
consistent user interfaces will be provided anttiefficies will be shared across systems.

Engagement Objectives

* Review existing documents, current architecturesgrations and concerns.
* Review in detail the Magis ID Management System rafated interfaces.

* Assist SLU to establish policies and proceduresufgport the Enterprise Architecture
Role.
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Engagement Findings

CIBER was engaged by SLU to help “jump start” thgwv Enterprise (Integration) Architecture
Administration initiative. We were asked to revithe documents, strategies, organization
structure, staffing requirements and speak to émefits of formalizing/continuing the
Architecture management process and function.

Integration, of course is simply the process of imgla whole by bringing multiple parts
together, ounify. Clearly, a primary prerequisite is that we idnivhat parts are to be
integrated, and the points of integration. Wherewjgand that simple concept to the entire
Enterprise, the function becomes exponentially complex anssed elements can have a
profound impact on the institution.

To maximize the benefits of this short durationaggment, CIBER’s activities began with the
review of all available SLU documentation identifgithe primary SLU components. This
documentation was provided in advance, and theweand initial assessment was conducted
before joining the SLU team on campus.

On campus activities began by meeting with Jim HopSLU Enterprise Architect, who
provided additional documentation as well as vebaakground information to describe and
identify the various system components. Intergi@nd meetings were conducted with a
number of the technical staff and management cultimg in a large group meeting on Monday
afternoon at which a detailed look at the SLU IDndgement System was reviewed.

General Observations:

During the discovery process of documentation rg\aad staff interviews, a familiar and not
uncommon pattern soon became apparent. A grebotdeew “work” of all sizes and shapes
are coming into the organization at a rapid patecbmplicated work and there are continuous
interruptions and changes to the plans. These midsnaork counterproductively to the orderly
process of systems development.

The technical staff, striving to be responsiveenftnakes quick, unilateral decisions simply to
be effective at satisfying the stated businesssiddafortunately, this reactionary approach

often leaves little time to properly document tleeeloped work products and how they integrate
with other systems in the enterprise.

The SLU IT organization is under enormous pressudeliver systems and services and satisfy
their user-customers. Effective prioritization uggs institutional support and cooperation.
While adding excessive controls could easily reisuét negative impact, there is no question that
attention must be given to strengthening prioritetaand project development procedures. We
recognize the current efforts at institutionalizengprmal Project Management Framework and
believe that SLU is on track to a more effectivanldrkload management and communications
methodology.

Procedures to prioritize projects, strengthen tmaraunications and synchronize expectations
between IT and Departmental user community areeteedidditionally the IT organization
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needs to be attentive to their own internal procadueeds to ensure long term viability through
standardized IT practices. The management tearhpmugde guidance and direction towards
the creation and maintenance of a body of docurtientthat defines the primary enterprise
level elements of the system that define the ITrajpens and business support systems.

During our brief engagement it became apparentalsagnificant part of SLU's integration
challenges result from a lack of structured docuaten to define the existing components,
systems, data elements and interfaces. This lgkldished and available documentation is a
serious inhibitor toward the overall evolution adel/elopment of the information technologies
required to support the business needs of Sainslduiversity.

Lastly, as the task of creating documentationusi¢hed, SLU should implement documentation
standards and naming conventions to add significaloe to your document libraries and
file/retrieval systems. The ability to referennayigate and obtain specific documents is heavily
depended on a coordinated set of standards anchgamnventions.

SLU-ID Management System:

During this engagement, the SLU-ID Management Systas a component specific of interest.
As defined by Jim Hooper, SLU-IDMS V1.5 is the dagnit representing both the SLU-ID
system joined with the SLU Magis system. Thesedamponents represent the two roles of
SLU-IDMS. SLU-ID performs the internal communiicet with Banner organizing the
information in preparation for Magis. Magis themovides the communication and publication
of security and ID information to all other systems

Encouraging Observations:

During this engagement as an example to demonstiateactive documentation efforts, formal
technical detail was gathered for SLU-IDMS V1.5 auidblished to the team.

Overall, our assessment of the effectiveness obthé-ID Management System would be a
“passing” grade because it is indeed operationdhen compared to the many hundreds of
other organizations and similar systems, the SLUA@hagement System ranks on the top half
of all systems if for no other reason than the fiagbes work.

During this two day engagement, several positiveneoccurred.
* The SLU-ID Management System was confirmed as ¢ipeal and effective.
» Substantial discovery of information occurred dgrihe past two days.
» Formal announcement to technical team of SLU-IDMIS5Mn production.

* Announcement to technical team of proposed SLU-IDX1S5 anticipated in the end of
August 2006
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Overall, the spirit of the organization appearbecyuardedly optimistic. Both management and
staff appear committed towards excellence yet tiseadso a level of awareness among staff and
management that the organization is moving quicklhe high level of expectations from the
other departments within the university is caushreyl.T. department to work with an ever
increasing level of urgency. This urgency appéatse the justification towards reduced
concern towards an orderly systems developmenepsoand the necessary related
documentation. Unfortunately this disregard fattew, process and documentation is precisely
the wrong direction to go. With the increasethdrds of the organization an increase in
process and documentation will allow the I.T. dépant to continue it's successes.

Observations of Concern:

While there are a lot of solid points, a numbea@as presented themselves as situations to
cause cautious concern. While none of these idsud®emselves support the need for alarm,
collectively, each of these concerns conspiresnatjéiie overall effectiveness of the
organizational goals.

Overall communication and documentation within $i&J technology department is fragmented
and often incomplete. Much of this situation eggdo be created due to the rushed atmosphere
of the organization. When an organization reathissstate of behavior, it becomes imperative
that a committed effort take place to communicateléar, complete language and document the
results. The ability to generate and catalog imissritical documents of the systems being
created is the only viable plan to ensure on-gsinmgess.

As an example, ineffective process, documentatmhuanderstanding of requirements lead to a
disconnected understanding of timing issues relaedrious interfaces within SLU-IDMS.

The Banner to SLUID interface drives all other comgnts of the SLU-IDMS system and
occurs nightly. The SLUID to Magis interface dege on the Banner to SLUID interface, but
runs real time. While this is not a critical issutillustrates a complete misunderstanding ef th
goals and objectives of the systems developmeotteff

Areasin need of attention:

» Lack of a defined Systems Development Processnsufficient controls and procedures
in place for the development of systems allowssf@mtems to be created without
appropriate documentation. An orderly prograessibsystem development cycles
should be embraced to ensure appropriate systeomaatation.

* Lack of Orderly Documentation: The lack of documentation and ordinary system
development procedures leads an organization telolea dependence on “maverick”
technical staff. The talented professionals khatd the systems then become the
singular authority of a system. This require$f stembers with needs to interact with
components of the system to waste both their ome &is well as that time of the one
individual authority of the system while acquiritige needed information.
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» Lack of Enterprise Systems Documentation:Insufficient formal SLU documentation
of existing systems. When details of a particala#ysystem are needed, generally it
requires a direct request to the technician the¢ldped the system. This wastes time
and resource of both the requestor and provid#ratfinformation while also creating a
constraint to effective communication and progssevelopment efforts.

» Lack of Enterprise Data Dictionary: Poor documentation leads to poorly understood
data structures. Data structures are the essleaicdefines the enterprise level data
dictionary available for reference for all othengmonents of the enterprise. Poorly
understood data dictionaries lead to confusionaia dources as well as redundant and
duplicate maintenance of data.

* Multiple Database Platforms: Multiple database vendors are currently in usier a
brief survey of existing database technologies kthcle and Microsoft SQL Server
were both found to exist within the SLU-ID Managemn8ystem. Both database
platforms certainly have their merit. This comcey not a criticism of the technology,
but rather that having multiple database platforegiires a split in skills within the
technical staff and multiplies the complexity osms in use.

From an Enterprise Architecture and Integratiompof view, multiple databases are not
necessarily a problem. However multiple databatsforms increase the overall
complexity without offering any substantive valueAdditionally the cost and challenge
of maintaining a technical team is significant wimeaintaining a uniform skill set on one
platform. Having the team split their skills angamultiple databases and platforms
splits the team’s effectiveness, potentially crealissension, increases training costs and
diminishes the overall flexibility of the team.

Conclusion:

The impact and risks associated with insufficiend amaccurate documentation are substantial.
SLU is not in “critical” condition, but as the dends on the IT department continue to increase
and the complexity continues to grow, there is\ar éncreasing risk of confusion as systems’
complexities increase against the finite resoufdbeIT organization. Without improving each
of these observed concerns, the predictable futilrehallenge the IT department’s ability to
support the business needs of SLU.

SLU Documentation Review

The key CIBER activity was to review and assesglatd SLU'’s existing Enterprise
Architecture (EA) documentation. CIBER stronglyibeés that documentation and
communications are among the key critical succas®fs in effective Enterprise Systems
Integration/Architecture, and agrees with SLU’s@agh to conduct this documentation review
and analysis.
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The Reviewed Enterprise Architecture documentatctuded the following:

1. Global SLU Enterprise Schematic This document is a "traditional” diagram oéth
overall SLU Enterprise Systems. At the higheselethere isn't anything wrong with
this kind of document, but there are several qaestthat arise when we drill down a
little deeper:

* Who is the real audience of this? It doesn't en@ugh detail for technicians
and it's too complex for business people. Adddlnit simply isn't accurate.

* When drawing this type of document, the authooisdd to choose shapes and
lines of various formats in attempts to define wikdtappening with a specific
portion of the system. Unfortunately whateverichs are made, they are
fundamentally a random selection since the audienhti®e chart is fundamentally
unknown. Consequently the shapes and lines racglyey information of real
value.

* On a more positive note, the diagram does offesaaV aid to facilitate
discussion of various systems. The visual wouldtieatly improved if
augmented with a series of lists of the componenastextual manner.  This
chart signifies two or three lists:

1. SLU Systems

2. SLU Interfaces

3. SLU Systems Processes
4. etc....

* The lists of components generally provide far mmedinent data that more
accurately describes the behaviors of the varioagponents and behaviors
involved in the system. The remainder of thisudoent will attempt to outline
many of these lists.

As a note to maintaining data in list form, infotioa in a list can easily have
other significant value. Textual lists can eabi included in other reports,
databases, tables etc. Textual lists are higialjeable and usable in a wide
variety of software and technical tools. Gragfictures tend to trap data in the
picture. Getting the information out of a piewnd into other systems is
difficult at best and generally first requires theormation be re-keyed in a
textual form.

Component lists were unavailable at the time of ¥sit but should be created
and be the basis for future visual presentatiodsdaawings.

2. Information Security Infrastructure - 7/17/06 - This is an excellent example of a
"big picture" document of plans for policy and pedare. This should be published on
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the Enterprise Architecture Website (EAW) and awnily maintained with increasing
granularity as appropriate.

3. Identity Management Strategy — Draft dated 5/3/2006 Again, this is another
excellent example of a big picture document deswiboncepts that guide SLU's efforts.
Push this document through its "draft" status aumadliph it as an official version on the
EAW. Again, maintain it and increase it's gramityaas appropriate.

4. Luminis Project Proposal - June 29, 2006This is a short proposal document that is
not substantial but contains pertinent and valuplales. Assuming this is a genuine
proposal; it should be published on the EAW catalbdocuments and treated as such.

5. Interchange Proposed Statement of Work 5/5/06The first impression is that this
Statement Of Work (SOW) is unimpressive. It isoaginary SOW that looks to have
been written by the vendor with little input by SLUIts language is written in an
obvious attempt to be vague and non-committal, Wi¢honly clarity given to price
points and cost. The Interchange SOW is behindngowu so our only suggestion is that
SLU get more involved with the drafting of SOWsle future with explicit emphasis
towards a robust, detailed section of the SOW $yagithe deliverables. Most vendors
have their own SOW format, but SLU should haverd@rnal template, format or
checklist that outlines the mandatory elements 80O&V. That SOW guide should be
stored on the EAW and it should become part ofriegtution’s standard operating
procedures.

6. Gateway Program Architecture Forum — 6/19/2006 An action items list that is
excellent and limited. This information mustibeluded on the definitive department
action items and related issues log.

7. Saint Louis University Gateway Il Program Statis — 6/28/2006 This report
contains potentially sensitive information and aety needs to be treated appropriately.
This was the most valuable document to review taggenuine understanding of the
current status of the SLU efforts.

8. Enterprise Architecture Vision - This document is an excellent start for definamgl
the various tasks that will support an orderly systievelopment and documentation
process. Publish this document with a Versionlmemand incorporate it in the
discussions and refinements of the Enterprise Agchire Role. The language is
certainly open for evolution and refinement. srteport will also offer additional
thoughts on information that could be includedhis Enterprise Architectural Strategy.
Additionally, as a point of the Enterprise Archit®ole, the singular most critical point
of the Enterprise Architect Role is not to creadatent or the strategy, but to evangelize,
publish and promote the strategy. Keeping the EAMent and proactively used would
be a key cornerstone of the role.

SLU Integration Architecture Report - V060126 1.¢@c Page 8 of 12 7/26/2006 10:18:00 AM
CIBER Enterprise Solutions
Mark Sanderson



Ciber Saint Louis University

Enerprise Solons - ENterprise Integration Architecture Report

SLU Integration Architecture Report — V060126.1

Recommendations

1. Implement an orderly IT Systems Development Metthagip The objective of such a
methodology is to more tightly couple the satistatbf business needs through
appropriate documentation of the functional “howtlahe technical detail required to
support the business need.

In general terms, an IT Systems Development Metloggowill provide the following
documentation trail:

a. Business Case Justification
b. Functional understanding of how to support theress need.

c. Technical documentation of the details of the systieveloped to enable the
functional operation.

d. Technical migration documentation to catalog andaga the migration process
of a technical body of work from a development eowment, to a test
environment and on to the final production enviremm

2. Implement a repository to hold, maintain and pubtlee documentation generated from
the IT Systems Development Methodology. Suggeistan Enterprise Architecture
Website (EAW) that will contain all the documentatifrom the development cycle as
well as a series of documents enumerating all thwmeomponents of the Enterprise
Architecture. Examples of these items are invegnteports of major enterprise systems,
enterprise interfaces and IT policies and procesiurExtensive details of potential ideas
for the EAW are presented at the conclusion of rirt.

3. Implement the role of Enterprise Architect as cutisebeing considered. This role will
be responsible among other things to encourag8lthel. T. department to follow a
prescribed systems development methodology andueage the collection and
publication of appropriate documentation via theelprise Architecture website.
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The Enterprise Architecture Role

The SLU document titled “Enterprise Architecturesidn” does a good job of addressing details
of the new Enterprise Architecture role. As ggastion for further clarification, use the role of
Enterprise Architect for gathering, organizing gndblishing the existing documentation while
mentoring new to fill holes in the library. Itévident that numerous documents already exist
for business processes, policies and procedunestidnal specifications, technical specification
and test cases. Optimally, this information dileeady exists will be gathered, organized and
published via an SLU Enterprise Architecture specifeb site. As this body of knowledge
comes together in a single point, the missing etgseill be easily identified.

The Enterprise Architecture Website (EAW) couldabgowerful ally in allowing management's
voice to be heard clearly and uniformly among tiaéfs The EAW should be considered to be
the ONLY place to go for authoritative information the technologies of the enterprise.
Additionally, management should make the expeatatiat all members of the organization
have a duty to read, edit, correct, contribute sufemit content to be included on this website.
The organization's Enterprise Architect then hasaibligation and duty to maintain and groom
this information and publish it as appropriate lo@ EAW

The Enterprise Architecture Website becomes thmitigé "gospel" of the Information
Technology components of the Enterprise. If tiiermation is on the EAW, it can be

depended on. Ifitisn't there, for all practipatposes, it doesn't exist. This type of ruling
provides a rock solid foundation for the decisioogesses of both management and the technical
staff. Note the objective of the EAW is not tpmeduce any effort that already occurs in the
main SLU.edu web site. Where appropriate, posntan be used to link to SLU.edu or any
other appropriate external website. The objeativihe EAW is to provide a publication
mechanism for the internal needs of the SLU InfdromaTechnology department.

The objective of the EAW is to provide order to tmnplex process of matching a multitude of
business requirements and processes to an eqoailyiex array of technical systems, databases,
interfaces and components. Business people havplaoce to go to view the current state of the
IT architecture, and the IT department has a sargubint to reference for business facts as well
as the state of other components of the IT ardhitec

The EAW needs to be fluid and continuously mairgdin SLU should encourage, mandate and
enforce that all pertinent knowledge and datawmatld normally drive the organization be
driven through the EAW. If a proposal is to bada for a new system, the specifications of
that system must be posted to the EAW before dpuatnt begins. If development of a
subsystem is completed, the specifications mugbiséed before the system is put into
production. Communication of any data or infornimatvia any other channel should be
discouraged, or at minimum, closely aligned anddioated with the EAW.
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The Following is the Enterprise Architect Visionadionent provided by Jim Hooper.

Enterprise Architecture Vision

l. Definition

Enterprise Architecture is defined in the IT indysh a multitude of ways. One appropriate
definition for SLU is “a blueprint that explainsaguides hot ITS elements interact with
strategic and business-level functions to accom@isU’ mission. It must accurately
characterize SLU'’s current architectural state. fHnget state toward which SLU is driving,
and lay out a sequenced migration plan via a gajysis between the current and target
states. Itis a holistic effort that takes inbe@unt SLU’s business. Performance measures,
information, and work flows.”

Il. Purpose

Why implement an Enterprise Architecture team withiS at SLU? In order to help SLU
achieve its mission and its vision to be the fir@stholic university in the United States, ITS
must be seen as an enabler, not a cost centesrdénto help ITS be seen as an enabler, its
architecture should be standardized, simplifiedlenstood, and well documented. An
Enterprise Architecture team will accomplish thgeals.

lll.  Roles and Responsibilities
The Enterprise Architecture team should be compo$édo roles: an Enterprise Architect
and several Functional Architects. Functionalbitects represent a particular hardware,

software, or information component; the EntegAschitect is responsible for integrating
the various components into the technology stacBpecific roles and suggested people to
fill those roles are detailed here:

Role Suggested Person
Enterprise Architect Jim Hooper
Functional Architects:
Application Geoff Strom
Database/Information Kevin Ballard
Desktop Mourad Halim
Ed Tech Time Heidemann
Network Mike Moore
Plant/Cable Brad Frischkorn
Security Rob Rossi
Server Dave Gudermuth
Storage Jim Hooper
Telecom Tracy Piedmont
Web Geoff Strom
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Responsibilities of the Enterprise Architect:

» Create and evangelize the overall enterprise @cthoital vision for SLU

* Build and maintain the Product Item Master (PIM)

* Charter and chair the Architects Council

* Integrate architecture reviews, etc., into thegebmanagement framework.

» Sit on the Change Control Board (CCB)

» Sit on the Security Operations Group (SOG)

* Maintain the Documentation Repository (do we waig?)

» Enforce cross-functional, enterprise-wide standards

* Reduce the overall number of supported productédpras

» Participate in planning and coordination meetingh wartner institutions (SSM and
Tenet)

* Represent the University's enterprise architectunigibtives at conferences such as
Educause and AJCU.

* Author and present strategy papers for emergingoamdiuction technologies.

» Coordinate architectural design for Special Prgjé¢ice. HER, Research Center, etc.)

» ldentify strategies and tactics for cost saving emaisolidation.

Responsibilities of the Functional Architects:
* Help develop and maintain their respective seatiotme PIM
* Maintain a dotted-line relationship to the EntesprArchitect (they directly report up
within the functional area they represent)
» Sit on the Architects Council
* Represent specific changes at the change contant {CCB)
» Enforce standards within their functional area
» Perform Research and Development (R&D) within tigmnctional area

SLU Integration Architecture Report - V060126 1.¢@c Page 12 of 12 7/26/2006 10:18:00 AM
CIBER Enterprise Solutions
Mark Sanderson



